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Disaster Planning Meeting: Business Continuity and Insurance
(Estimated 1 hour)

Homework to be completed before the meeting:
1. Outline the basics of how digital materials are backed up and can be recovered.
1. Arrange for the insurance agent to attend part of the meeting to discuss the process of making a claim.

Materials for meeting:
1. Copy of the draft computer back up and recovery plan for each participant
1. Copies of the current PReP for each participant

Meeting agenda:

1. Review the goals of the meeting with the insurance agent (the agent is needed only for this first agenda item).
0. Discuss the outcomes of the disaster planning process
0. Review of the general process and information needed in the event that the organization has to make a claim
1. Review the draft computer back up and recovery plan
1. Review business continuity issues
2. How will bills be paid/goods acquired/staff paid if access to the main office is compromised?
2. Who has the authority/ability to make purchases (signatory on checks, possessors of credit cards, ability to use accounts at local vendors)? Where does the organization have accounts? Is there adequate coverage to account for vacations, illness?
2. What other resources should be proactively lined up in event of emergency
2. A phone line to be used temporarily as the main line?
2. A space to work out of temporarily (computers, desk space)?
2. Anything else?
1. Assign official spokesperson for the organization and a back up
1. Review PReP for business/ computer/ insurance contacts
1. Assign homework 
5. Any changes to the computer back up plan coming out of the meeting
5. Any changes to the PReP coming out of the meeting
5. [bookmark: _GoBack]Assign homework to be completed to prepare for the next meeting

Business Continuity and Insurance Meeting Background:

After the danger is over, and the fire department has gone home, you have to start thinking about what now?  How are you going to purchase supplies to help salvage your collections? Do you have to worry about how staff will continue to get paid? How will you make an insurance claim? Can you access your computer files? Who will be the official spokesperson about the disaster? This meeting will help you start thinking through these issues. 

From CERC’s experience with 30 organizations, many have a marked tendency to want to rush through this part of disaster planning, figuring that the director will take care of everything (she has all the credit cards!) or that it will be easy enough to figure things out in the moment.  However, many high profile disasters that have taken place have happened when key staff have been unavailable (say, on their honeymoon in France) or have wiped out computer records that the organization depended on. One library CERC worked with had experienced a fire that wiped out their server and their back up (they did not keep one off site). For the insurance claim they had to invest several hours in attempting to reconstruct their collection. You may ultimately decide that your organization does not realistically have the resources to invest a lot in data back up or coming up with alternative plans for how bills will get paid, but at the very least have the conversations and make the decisions with your eyes wide open to the risk. 


Who Should Attend This Meeting:
The Business Continuity and Insurance Meeting should include those that may be involved in computer back ups, paying bills, making insurance claims and collections care. Contacts for the disaster plan should also be finalized at this meeting (unless it is not the final meeting). 

Suggestions:

In working through this process with 30 different organizations, CERC has found that it works best when:
· You imagine the worst case scenario: your building is burned to the ground and the bookkeeper is out of the country. 
· You should be as detailed about your information as possible. DO NOT simply say that your computer back ups are stored off site. Where are they? How can they be accessed? Who has access?
· You are willing to accept that you will not be able to adequately plan for some circumstances.
· You are open to gathering information about how to handle your data back up – see the CERC web site for some resources. This area is typically an organization’s biggest stumbling block.


Things to Think About in the Meeting:

· Where does your organization have charge accounts or credit cards, and who is allowed to use them?
· If you do not have physical access to the building, how will that impact your recovery (are all your checks and credit cards in the safe? what would you need to be able to carry on basic recovery operations – a computer, telephone line, etc.?) 
· Who should be talking to the media? Is everyone else clear that they should not be? 
· What does your insurance cover? What kind of information will the insurance company want when you make a claim?

What to Do With the Information:

Simple documentation of the information that comes out of this meeting is sufficient in most cases. 

Examples are on the following pages.


Computer Record Back Up & Recovery
· Computer records are documented off site with Carbonite.  These records can be accessed through the internet. The director and Board Treasurer have the login information.
· Financial records are kept off site with the Board Treasurer.
· Business records are kept off site with the Board Secretary.
· Board records are kept off site with the Board President.
· Library records are backed up on a server off site at the Acme Patron Computers Restore.
· The network computers are stored in the basement.  These computers are owned by the Maine State Library.  In the event of a disaster the Maine State Library is responsible for replacing these computers.


Business Continuity
* Describes how Q Street Public Library will continue to operate if the library facility becomes unavailable.
-     Typical bill payment:
· The bill comes to library facility.
· The Library Director signs off on the bill in order to authorize payment.
· The Assistant Library Director also has permission to sign off on the bill in order to authorize payment.
· The Board Treasurer picks the bill up at the library facility.
· The Board Treasurer pays the bill.
· The Board Treasurer keeps record of the bill and payment off site from the library.
· The Library Director holds the library’s debit card.
· Any member of the board or staff is able to purchase warranted items on behalf of the library.  That individual is then responsible for bringing the receipt of purchase to the Board Treasurer for reimbursement.
· The Board President, Board Vice President and Board Treasurer all have permission to write checks on behalf of the library.
· At any given time there is only one check book and it is possessed by the Board Treasurer.
· If something were to happen to the check book or in the event of an emergency where the Board Treasurer is unavailable, all three positions have the ability to get a new check book from the bank on behalf of the library.
· If a temporary phone line for the library becomes necessary, the Library Director’s phone should be utilized.
· If the Library Director is not available the Board President’s phone should be utilized.
· If business operations for the library need to be relocated, operations should be relocated to either the Town Hall or the Q Street Inn.
· If business operations are to relocated, restoring the Wi-Fi connection is of priority.
· The Board President shall serve as the official spokesperson for the library in the event of an emergency situation.
· If the Board President is unavailable the Library Director shall serve as the official spokesperson for the library in the event of an emergency situation.

Insurance
· Q Street Public Library has money in the insurance policy to cover potential relocation expenses if required.
· This policy covers additional expenses due to the disaster above and beyond the cost of relocation.
· Q Street Public Library has insurance coverage for a cleaning company.
· The library can contact a cleaning company on their own and then inform the insurance company. 
· The library can contact the insurance company following an event and the insurance company will contact a cleaning company on file for the library.
· Q Street Public Library has contents insurance.
· Q Street Public Library has insurance that covers borrowed property.
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